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Name of Change(s) 

 
Strong Customer Authentication (SCA) is an EBA mandate under PSD2 regulation that 
requires customer to undertake two factor authentication on electronic payments to 
increase security on electronic payments. 
 
 

 
Description of Change(s) 

 
SCA regulation means more protection for customers when they are banking online. It 
requires extra checks on customers to prove it’s really them. This will help keep them safer 
from digital fraud. 
 
Customers would see additional security checks to confirm it’s them when they: 
 

 Log in to their Online Banking, 

 Make certain payments 

 Make some changes to their account, such as setting up a payee 
 
These additional checks would be a combination of password/ security number and One-
time passcode (OTP) validation via hard token or soft token depending on customer’s 
preference on COB and OTP via SMS on EDGE. 
 
The following Login journeys are being impacted by the SCA change on COB and EDGE: 
 

 Log in to their Online Banking (COB/ EDGE) 
 

And the following new journeys have been added in the Login process on COB and 
EDGE: 

 

 Customer trusting browser (COB/ EDGE) 

 Soft Token Registration (COB only) 
 
The following payment journeys are being impacted by the SCA change on COB: 
 

 Metro Bank Payment to a New Payee or Biller (One Off Payment) 

 Metro Bank Payment to a New Payee or Biller (Save as Trusted Beneficiary) 

 Faster Payments to a New Payee or Biller (One Off Payment) 

 Faster Payments to a New Payee or Biller (Save as Trusted Beneficiary) 

 BACS Payment to a New Payee or Biller (One Off Payment) 

 BACS Payment to a New Payee or Biller (Save as Trusted Beneficiary) 

 CHAPS Payment to a New Payee or Biller (One Off Payment) 

 CHAPS Payment to a New Payee or Biller (Save as Trusted Beneficiary) 

 International Payments (GBP to EURO) to a New Payee or Biller (One Off 
Payment) 

 International Payments (GBP to EURO) to a New Payee or Biller (Save as 
Trusted Beneficiary) 

 International Payments (from other currency to a New Payee or Biller (One Off 
Payment) 

 International Payments (from other currency) to a New Payee or Biller (Save as 
Trusted Beneficiary) 

 Set up a Standing Order to an Existing Domestic Beneficiary or Biller 

 Set up a Standing Order to a New Payee 

 Amend Standing Order 

 Create Batch Payments: select payee 

 Create Batch Payments: select Batch Payment Group 

 Create Bulk Payment 

 Outstanding Payments: Amend Held Transactions (Single) 

 Outstanding Payments: Amend Held Transactions (Bulk) 

 Amend payment (Item Management – Team items) 
 
The following high risk processes journeys are being impacted by the SCA change on 
COB: 
 

 Change Password 

 Amend Users 

 Amend Mandate 

 Amend Access Group 

 Amend Account Group 



 Setup New Trusted Beneficiary (Payee) 

 Amend Trusted Beneficiary (Payee) 

 Create Beneficiary Bulk Import 
 
 

 
Effective Date of Change(s) 

 

 EDGE Release 1: 20th July, 2020 

 COB Release 1:   21st September, 2020 

 COB Release 2:   19th October, 2020 
 

 
Scope of Change(s) 

 
COB and EDGE 
 

 
Release Type (Major or Minor) 

 
Major Release 
 

 
Release Version 

 

 EDGE Release R77 

 COB Release 1.83.13 
 

 
Impacted Functionality 

 
SCA would increase protection for customers when they are banking online. It requires 
extra checks on customers to prove it’s really them. These additional checks would be a 
combination of password/ security number and One-time passcode (OTP) via hard token or 
soft token depending on customer’s preference. 
 

 
Screenshots or Examples 

 
EDGE: 
 
SCA Login process 
 

  
 

 
 
Additional step during login to trust browser 
 

 
 
 
 
 
 
 
 



 
 
COB: 
 
Additional step during Login process (via Soft Token) 
 

 
 
Additional step during Login process (via Hard Token) 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
Registration process for Soft token 
 

 
 

 
 

 
 
Additional step during login to trust browser 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Additional authentication steps for payment processes (Via Hard Token) 
 

 
 
Additional authentication steps for payment processes (Via Soft Token) 
 

 

 
 
Additional authentication steps for HRP processes (Via Hard Token) 
 

 
 
 
 
 
 
 
 
 
 
 



 
Additional authentication steps for HRP processes (Via Soft Token) 
 

 

 
 
 

 
Test Facility Availability Date 

 
EDGE and COB: w/c 14th September 
 

 
 
 
 
 
 
 
 
 
 
 
 

 

Registered office: One Southampton Row, London, WC1B 5HA. SME Invoice Finance Limited (Registered in England and Wales No. 3591079, VAT No. GB 974 8227 78) and SME Asset Finance (registered in England 

and Wales No. 3391275, VAT No. GB 974 8227 78) are both subsidiaries of Metro Bank PLC. 


